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1 Introduction
Belenios [1] is a secure and verifiable online voting system providing elibigity verifiability. Belenios
relies on various types of zero-knowledges proofs [2][3], including those for ballot signatures. We
aim to describe a signature scheme for Belenios that hides the credential used. This scheme [4],
sometimes called a “zerocoin scheme”, is similar to a ring signature scheme in that it remains
unlinkable to a specific token. However, it also require disclosing a value serial, which is bound
to a specific token (without revealing which one). As a result, re-voting is only possible with the
same serial. This scheme requires another group generator h.

2 Credentials
From a secret credential c, two values are now derived: s = secret(c) and serial = serial(c).
Public credentials are now pedersen commitments in the form public(c) = gs × hserial.

3 Zerocoin signatures

zsignature =

 hash : string
serial : string
proof : proof∗


One can reveal a serial and prove that he knows a s such that there exist a credential cn ∈ C

in the form gs × hserial, by proving that he knows s such that there is cn
′ = cn × h−serial in the

form gs, by creating a sequence of proofs π0, . . . , πk with the following procedure, parameterised
by a string S:

1. for j ̸= i:

(a) create πj with a random challenge and a random response
(b) compute cj

′ = cj × h−serial

(c) compute Ai = gresponse × cj
′challenge

2. πi is created as follows:

(a) pick a random w ∈ Zq

(b) compute Ai = gw

(c) challenge(πi) = Hzsignature(S, serial, hash, A0, . . . , Ak) −
∑

j ̸=i challenge(πj) mod q

(d) response(πi) = w − s × challenge(πi) mod q
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In the above, Hzsignature is computed as follows:

Hzsignature(S, serial, hash, A0, . . . , Ak) = SHA256(zsig|S|serial|hash|A0, . . . ,Ak) mod q

where zsig, vertical bars and commas are verbatim. The result is interpreted as a 256-bit big-
endian number.

The signature is verified as follows:

1. for j ∈ [0 . . . k], compute
cj

′ = cj × h−serial

Aj = gresponse(πj) × cj
′challenge(πj)

2. check that

Hzsignature(S, serial, hash, A0, . . . , Ak) =
∑

j∈[0...k]

challenge(πj) mod q
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